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1. Introduction

This document generally assumes that you’re familiar with Bulletproofs, specifically the Inner Product Arguments 

used. It also assumes basic familiarity with Interactive Arguments and Pedersen commitments. These concepts are 

well presented, somewhat less formal than the relevant original papers, but in an understandable manner in Adam 

Gibson’s excellent write-up “From Zero (Knowledge) to Bulletproofs”[1].
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2. Prerequisites

2.1. Multilinear Extensions
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3. Sumcheck

𝐻 ≔ ∑
𝑏1∈𝔹

∑
𝑏2∈𝔹

… ∑
𝑏𝑣∈𝔹

𝑔(𝑏1, …, 𝑏𝑣) (1)

𝐻, 𝑔1(𝑋)

𝑟1

𝑔𝑗(𝑋)

𝑟𝑗

𝑔𝑣(𝑋)

Prover Verifier

Round 1

𝑔1(𝑋) ≔ ∑
𝑥2:𝑣∈𝔹𝑣−1

𝑔(𝑋, 𝑥2:𝑣) 𝐻 ≟ 𝑔1(0) + 𝑔1(1)

deg(𝑔1) ≟ deg1(𝑔)

𝑟1 ∈𝑅 𝔽

Round 𝑗 ∈ [2..𝑑]

𝑔𝑗(𝑋) ≔ ∑
𝑥𝑗+1:𝑣∈𝔹𝑣−𝑗

𝑔(𝑟1:𝑗−1, 𝑋, 𝑥𝑗+1:𝑣) 𝑔𝑗−1(𝑟𝑗−1) ≟ 𝑔𝑗(0) + 𝑔𝑗(1)

deg(𝑔𝑗) ≟ deg𝑗(𝑔)

𝑟𝑗 ∈𝑅 𝔽

Round 𝑣

𝑔𝑣(𝑋) ≔ 𝑔(𝑟1:𝑣−1, 𝑋) 𝑔𝑣−1(𝑟𝑗−1) ≟ 𝑔𝑣(0) + 𝑔𝑣(1)

deg(𝑔𝑣) ≟ deg𝑣(𝑔)

𝑟𝑣 ∈𝑅 𝔽

𝑔𝑣(𝑟𝑣) ≟ 𝑔(𝑟1:𝑣)
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4. GKR

Given a circuit 𝒞︀, with 𝑑 layers, 𝑛 inputs and 𝑚 outputs, a prover (𝒫︀) wishes to prove to a verifier (𝒱︀) a specific 

input 𝒘 ∈ 𝔹𝑛 applied to 𝒞︀ produces some output 𝒐 ∈ 𝔹𝑚. To do this, we can leverage the sumcheck protocol, 

defined earlier.

Outputs

Layer 0

Layer 1

Layer 2

Inputs

𝑜1

×0

×0 ×1

×00 ×01 ×10 ×11

𝑤1 𝑤2 𝑤3 𝑤4

Figure 1:  A layered arithmetic circuit for the computation 𝑜1 = ∏𝑘
𝑖=1 𝑎𝑖. Each node-label below represents the 

type of computation and the gate-label for the given layer, so (×0) is a multiplication gate with label 0, for layer 0. 

Note that 𝑑 = 3, 𝑛 = 4, 𝑚 = 1

To represent a layered circuit in a form amenable to the sum check protocol, we must first provide an adequate 

polynomial representation of the circuit. We start with the following three functions:

• add𝑖(𝑎, 𝑏, 𝑐) ∈ 𝔹𝑘𝑖+2𝑘𝑖+1 → 𝔹 which outputs 1 if and only if gate 𝑎 is an addition gate and 𝑏 is the left input and 

𝑐 is the right input of gate 𝑎.

• mul𝑖(𝑎, 𝑏, 𝑐) ∈ 𝔹𝑘𝑖+2𝑘𝑖+1 → 𝔹 which outputs 1 if and only if gate 𝑎 is a multiplication gate and 𝑏 is the left input 

and 𝑐 is the right input of gate 𝑎.

• 𝑊𝑖(𝑎) ∈ 𝔹𝑘𝑖 → 𝔹 which, given the gate-label 𝑎, outputs the value of node 𝑎.

Example 1  For Figure 1 add𝑖, mul𝑖 would evaluate to the following values:

mul0(0 ‖ 0 ‖ 0) = 1
mul0(0 ‖ 0 ‖ 1) = 1
mul0(  ‖   ‖   ) = 0
add0(  ‖   ‖   ) = 0

mul1(0 ‖ 00 ‖ 01) = 1
mul1(1 ‖ 10 ‖ 11) = 1
mul1(  ‖   ‖   ) = 0
add0(  ‖   ‖   ) = 0

We can use the multilinear extensions of add𝑖 and mul𝑖 to represent 𝑊𝑖 in a form that lets us use sumcheck:

𝑊̃𝑖(𝑎) = ∑
𝑏,𝑐∈𝔹𝑘𝑖+1

ãdd𝑖(𝑎, 𝑏, 𝑐)(𝑊̃𝑖+1(𝑏) + 𝑊̃𝑖+1(𝑐)) + m̃ult𝑖(𝑎, 𝑏, 𝑐) ⋅ 𝑊̃𝑖+1(𝑏) ⋅ 𝑊̃𝑖+1(𝑐) (2)

Assume that the prover convinces the verifier that some polynomial 𝐷(𝑋1, …, 𝑋ℓ) = 𝑊̃0, meaning that the above 

holds recursively all the way to layer 𝑑. Then the verifier can confirm that the evaluations of the circuit given 

input 𝒘 evaluates to 𝒐 by simply evaluating 𝐷((𝑋1, …, 𝑋ℓ)) on all gate labels in depth zero. To prove this, the 

verifier chooses a random point 𝑟0 and wishes to verify that 𝐷(𝑟0) = 𝑊0(𝑟0), which by Schwarz-Zippel means that 

𝐷(𝑋1, …, 𝑋ℓ) = 𝑊0(𝑋1, …, 𝑋ℓ). Therefore, the prover and verifier apply sumcheck to the following polynomial:
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𝑓 (0)
𝑟0

(𝑏0, 𝑐0) = ãdd0(𝑟0, 𝑏0, 𝑐0)(𝑊̃1(𝑏0) + 𝑊̃1(𝑐0)) + m̃ult0(𝑟0, 𝑏0, 𝑐0) ⋅ 𝑊̃1(𝑏0) ⋅ 𝑊̃1(𝑐0) (3)

Which, if this succeeds, the verifier will be convinced that 𝐷(𝑋1, …, 𝑋ℓ) = 𝑊0(𝑋1, …, 𝑋ℓ) as desired. But in the 

final round of the sumcheck protocol, the verifier must be able to evaluate the above polynomial at a random point. 

The functions ãdd0 and m̃ul0 are part of the circuit description, and can thus be computed by the verifier without 

help from the prover. But the verifier also needs to evaluate 𝑊1 at two random points 𝑏′, 𝑐′ ∈𝑅 𝔽 corresponding 

to 𝑏0, 𝑐0. In principle, we could run the sumcheck protocol twice then, on the polynomials:

𝑓 (1)
𝑏′ (𝑏1, 𝑐1) = ãdd1(𝑏′, 𝑏1, 𝑐1)(𝑊̃2(𝑏1) + 𝑊̃2(𝑐1)) + m̃ult1(𝑏′, 𝑏1, 𝑐1) ⋅ 𝑊̃2(𝑏1) ⋅ 𝑊̃2(𝑐1)

𝑓 (1)
𝑐′ (𝑏1, 𝑐1) = ãdd1(𝑐′, 𝑏1, 𝑐1)(𝑊̃2(𝑏1) + 𝑊̃2(𝑐1)) + m̃ult1(𝑐′, 𝑏1, 𝑐1) ⋅ 𝑊̃2(𝑏1) ⋅ 𝑊̃2(𝑐1)

(4)

But this would result in an exponential amount of sumchecks in the depth 𝑑. Instead, we can reduce two checks 

into one, using a linear combination.

4.1. Combining two claims to one

Suppose we were to apply sumcheck to the following polynomial instead:

𝑞1(𝑏′, 𝑐′) = 𝑊̃1(𝑏′) + 𝛼 ⋅ 𝑊̃1(𝑐′) (5)

Which can be derived as:

𝑞1(𝑏′, 𝑐′) =
(
 ∑

𝑏,𝑐∈𝔹𝑘1

ãdd0(𝑏′, 𝑏, 𝑐)(𝑊̃1(𝑏) + 𝑊̃1(𝑐)) + m̃ul0(𝑏′, 𝑏, 𝑐) ⋅ 𝑊̃1(𝑏) ⋅ 𝑊̃1(𝑐)
)
 +

𝛼 ⋅
(
 ∑

𝑏,𝑐∈𝔹𝑘1

ãdd0(𝑐′, 𝑏, 𝑐)(𝑊̃1(𝑏) + 𝑊̃1(𝑐)) + m̃ul0(𝑐′, 𝑏, 𝑐) ⋅ 𝑊̃1(𝑏) ⋅ 𝑊̃1(𝑐)
)


= ∑
𝑏,𝑐∈𝔹𝑘1

ãdd0(𝑏′, 𝑏, 𝑐)(𝑊̃1(𝑏) + 𝑊̃1(𝑐)) + m̃ul0(𝑏′, 𝑏, 𝑐) ⋅ 𝑊̃1(𝑏) ⋅ 𝑊̃1(𝑐) +

𝛼 ⋅ ãdd0(𝑐′, 𝑏, 𝑐)(𝑊̃1(𝑏) + 𝑊̃1(𝑐)) + 𝛼 ⋅ m̃ul0(𝑐′, 𝑏, 𝑐) ⋅ 𝑊̃1(𝑏) ⋅ 𝑊̃1(𝑐)

= ∑
𝑏,𝑐∈𝔹𝑘1

(ãdd0(𝑏′, 𝑏, 𝑐) + 𝛼 ⋅ ãdd0(𝑐′, 𝑏, 𝑐))(𝑊̃1(𝑏) + 𝑊̃1(𝑐))

(m̃ul0(𝑏′, 𝑏, 𝑐) + 𝛼 ⋅ m̃ul0(𝑐′, 𝑏, 𝑐))(𝑊̃1(𝑏) ⋅ 𝑊̃1(𝑐))

(6)

The below Lemma shows how this will help the prover-verifier pair in showing that 𝑣𝑏′ = 𝑊̃1(𝑏′) ∧ 𝑣𝑏′ = 𝑊̃1(𝑐′), 
thus enabling the verifier to compute 𝑓 (0)

𝑟0
(𝑏0, 𝑐0):

Lemma 4.1.1  For a polynomial 𝑝(𝑋1, …, 𝑋𝑘), if a prover wants to convince a verifier of two claims 𝑣1 =
𝑝(𝑟1), 𝑣2 = 𝑝(𝑟2), then they can reduce this to a single claim over a polynomial 𝑞(𝑟1, 𝑟2):

𝑞(𝑋1, .., 𝑋2𝑘) ≔ 𝑝(𝑋1, …, 𝑋𝑘) + 𝛼 ⋅ 𝑝(𝑋𝑘+1, …, 𝑋2𝑘)

The verifier can then check that 𝑞(𝑟1, 𝑟2) = 𝑝(𝑟1) + 𝛼 ⋅ 𝑝(𝑟2). The claim that 𝑣1 = 𝑝(𝑟1) ∧ 𝑣2 = 𝑝(𝑟2) will 

then hold except with negligible probability, given that 𝑞(𝑋1, …, 𝑋2𝑘) is defined as above.

Proof.  If 𝑞(𝑟1, 𝑟2) = 𝑝(𝑟1) + 𝛼 ⋅ 𝑝(𝑟2) but the claim does not hold, i.e. 𝑣1 ≠ 𝑝(𝑟1), 𝑣2 ≠ 𝑝(𝑟2), then that means that 

the univariate non-zero polynomial:

𝑒(𝑋) = 𝑞(𝑟1, 𝑟2) − 𝑝(𝑟1) + 𝑋 ⋅ 𝑝(𝑟2)
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Evaluated to zero, which by the Schwarz-Zippel Lemma, has probability:

Pr[𝑒(𝛼) = 0 | 𝑒(𝑋) ≠ 0] = 𝑑
|𝔽|

In this case 𝑑 = 1 which is negligible in the size of the field. ⁠ □

In the GKR protocol, running sumcheck on Equation 6 convinces the verifier that 𝑄̃𝑖(𝑏′, 𝑐′) = 𝑊̃𝑖(𝑏′) + 𝛼 ⋅ 𝑊̃𝑖(𝑐′), 
which means that the verifier knows that 𝑄̃𝑖(𝑋) is defined as in and they know the evaluation of 𝑄̃𝑖(𝑋), 𝑄̃𝑖(𝑏′, 𝑐′). 
The verifier can then verify that 𝑣𝑏′ = 𝑊̃𝑖(𝑏′) and 𝑣𝑐′ = 𝑊̃𝑖(𝑐′) by additionally checking that 𝑄̃𝑖(𝑏′, 𝑐′) = 𝑣𝑏′ +
𝛼 ⋅ 𝑣𝑐′ .

With 𝑣𝑏′  and 𝑣𝑐′  the verifier can compute the evaluation of 𝑓 (0)
𝑟0

(𝑏′, 𝑐′):

𝑓 (0)
𝑟0

(𝑏′, 𝑐′) = ãdd0(𝑟0, 𝑏′, 𝑐′)(𝑣𝑏′ + 𝑣𝑐′) + m̃ult0(𝑟0, 𝑏′, 𝑐′) ⋅ 𝑣𝑏′ ⋅ 𝑣𝑐′ (7)

It should already now be apparent that we can repeat this procedure, all the way to the input layer 𝑑.

4.2. Completing the protocol

In the input layer, the final check in the sumcheck protocol requires the verifier to evaluate the polynomial:

𝑓 (𝑑−1)
𝑟𝑑−1

(𝑏′, 𝑐′) = ãdd𝑑−1(𝑟𝑑−1, 𝑏′, 𝑐′)(𝑊̃𝑑(𝑏′) + 𝑊̃𝑑(𝑐′)) + m̃ult𝑑−1(𝑟𝑑−1, 𝑏′, 𝑐′) ⋅ 𝑊̃𝑑(𝑏′) ⋅ 𝑊̃𝑑(𝑐′) (8)

The polynomials ãdd𝑑−1 and m̃ul𝑑−1 can be evaluated as usual. The polynomial 𝑊̃𝑑(𝑏′) corresponds to the values 

of the input layer 𝒘. Since the verifier knows 𝒘 they can compute the multilinear extension of 𝒘 corresponding 

to 𝑊𝑑(𝑋,…,𝑋𝑘𝑑
). From this the verifier can compute 𝑊̃𝑑(𝑏′), 𝑊̃𝑑(𝑐′) and thus the evaluation of 𝑓 (𝑑−1)

𝑟𝑑−1
(𝑏′, 𝑐′).

The entire protocol can be seen below:

4.3. Efficiency
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5. Spark

Before introducing Spark, we’ll first introduce the primary argument that SPARK builds on, the PLACEHOLDER.
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